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Introduction

o Scope of ICN-WEN

o Creating a trust framework for use by the diversity

of users in the campus setting
> Trusted, Semitrusted, Untrusted (Guest)

o Exploring mechanisms for access control for the
AR/VR case

> How to share content between MD and EN?
o Context and Deep Context

> Efficiently leverage NDN'’s trust and access control.
o Explore security enhancements and test their
impact.
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Users and Trust in the Campus Scenario.

Which
Keys Can
and
Can’t
Operate
on Data




How to use schematized trust?

A trust schema set up for our application
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ldentity and Certificate plurality.

?
X ‘ [ice-ar/nmsu/cs,ece/SH/AP11

Router Access Point

Identity: /ndn/edu/nmsu/cs/fac/jaymisra
Location: /ice-ar/nmsu/cs,ece/SH/AP11/MD1

Name (hence identity) and certificate can be different!
Devices can get different certificates based on locations or
services.

Signature of content vs. signature of location.
Challenges of user privacy vs location privacy.



Using NDN-Cert to obtain certificate
for a given namespace from a CA.
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Cca

Certificate Request
Overview in NDN Cert

Works with trusted users.
What is the “challenge” for a guest?

_DOWNLOAD

Things to do:
Automate the process to remove manual user input
Design a mechanism for the guest to work

|dentify a generic challenge mechanism for the users.
Integrate with Name-based access control.
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Access Control: Context + Deep Context
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Set-up for Access Control
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Working on Protocol Design for AC
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Some other contributions

o Access Control
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Broadcast Encryption based access
control @ edge (TDSC’18)

edge and beyond
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Tag based access control @ edge (ICDCS’18)

F # 0 - Probabilistically validate T1:
T1 valid: Forward the content-tag.

F =0 - validate T1:
T1 valid: Forward the content-tag.
T1 invalid: Send content-tag-NACK.




Some other contributions

o Security, Privacy, and Access Control Survey

Security and Privacy Risks

Privacy Access Control
Timing Attack Encryption Based

Encryption

Security

Denial of Service

Content Poisoning Monitoring Attack

Independent

Cache Pollution

Secure Naming &

. Protocol Attack
Routing

Application Security Name & Signature



Next Year

o Integrate Security into the application
o Plan to do first integration and testing in summer

and early fall.
o Refine design for meeting application needs

> Latency
> Different tolerance to security

¢ Implement Variable security

o Explore Edge computing security in the NDN
context



Looking Beyond: Community Security
Challenges.

o Application driven not application specific.
o Domain-specific and task specific security

o Security in the application-driven context.
o Security on a sliding scale

o Binary Trust does not work!
> Especially true in a dynamic or disaster environment

o Privacy-efficiency tradeoft.

o Better approach than just saying
> You want privacy? Then, there is no efficiency.
> You want efficiency? Then, there can be no privacy.
o Multi-stakeholder, multi-tenant, multi-user setting
> Data
> Computation
> Meta-data and Post-processed data



Thank You!



