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NDN: Just Three Simple ldeas
1. Per Interest, per hop forwarding state

= = Creating closed feedback loop
Measure performance, detect failures

= = Enabling muipath forwarding
Add a strategy module to assist the forwarding decisions
2. Hierarchical naming of data

= = Fetching data by applicatiedefined, semantica
meaningful names

;. Securing every data packet w‘/
= = Removing dependency on transport secu#

Immutable data



ApplicationDefined Semantically Meaningful
Names for All Data Packets
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Fetching Datay Application Names enables

Zero configuration and autdiscovery
Seamless abloc communication

Integrationof computation, storage, networking
Ability to use multiple interfaces at once

And more



Fetching Data by Application Names at Netwloaiger:

Zero Configuration and Auto Discovery

@/ thlsRoomIPrOJectov’SHOW/E —>

o Utilizing well defined néfming conventions

O/ thisRoonQ Interest carrying this prefix travels within local one room
environment (e.g., one hop)

= local:WiFi, Ethernetetc no long distance like LTE

O/Projector@dentifies type of the device for which the interest is intende:
= Once projector located, may have further exchange on model/parameter detail:



Fetching Data by Application Names at Network Layer:

Seamless Ad Hoc Communication
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Fetching Data by Application Names at Network Layer
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Fetching Data by Application Names at Network Layer

Use of Multiple Interfaces at Once
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Data request by its name is .\\
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Data-Centric Security of NDN

Key
Availability

Data-Centric Authenticity

Confidentiality

Data-Centric Secrecy




Data-Centric Security dMiDN:

Builtin For Every Data Packet

o In the Internet you secure your © In NDN yousign the data with
path.. a digital signature..
o ..but the server may still be 7 ..S0 the users know when they
hacked! get bad data!
- Data secured in motion and at
rest
JUCLA
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ARFeedFrontView

4/ frame=12/ chunk=20 =




Authentication of NDN Data
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Key Privilege Separation

/| UCLACampus/RoyceHallARFeetFrontView /UCLACampus/RoyceHallARFeedFrontView
Imp4/_frame=12/ chunk=20 /mp4/ _frame=12/ chunk=20

/[UCLA/CameraE /Campus / Somebody.cofdEY
/ RoyceHalCamera/KEY

A frame from a camera

installed in the Royce A forged frame

Hall



NameBased Limit of Key Power

JUCLACampusRoyceHalkRFeed E /mp4/ f= E /| s=E

Can only be
signed by

JUCLACamerag¢_id= E / RoyceHallE /KEY/_id=E

ARFeedlata to be valid, must be signed
with a OCameraO key under the same name
hierarchy



Flexible Restrictions through Namespace Des

/UCLAFaculty/HSEAS/CShlexKEY/ 1d=42 Local trust anchor
S|gns
JUCLA E |d 12
Campus ARFeed Camera 2017-05-28
RoyceHall SLAM SoundRecorder 2017-06-01

WoodenCenter Info Thermometer 2017-06-02



Trust Schema: NaiBased Definition of Trust Mode|

o A formal language to formally Local trust anchor(d

describe trust model

» Schematize data and key name
relationships

Keyl Rule

’):3 Rule
Key2 Rule

REESERUIE

<> <CONST>

tokenx token?
[ func]

(:group:token) Data Rule



An Example of Trust Schema for Smart Camg

(:Prefix<>*) (:Location<>7)<ARFeet|View]<mp4d><frame><chunk>
Camera(Prefix, Location, View)

(:Prefix:<>*)<Cameras>[camd](:Location:<>7xView>[View]|<KEY>[keyid]

LocalAnchofPrefix)

General Trust Model

/UCLA/KEY/ id=1 Trust Model Specialization
for UCLA campus

Faculty(Prefix, Location)
(:Prefix<>*) <Faculty>[usef]Location:<>?<KEY>[keyid]




Trust Schema as an Automation Tool

Authenticator
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Trust Schema as a Bag of Bits

Can be distributed and updated using NDN mechanisr
Secured as any other data packet

Power of trust schema data

—

/ AlexHome.con
/| schema/ v=1

VideoFeed
)
",r

Trust anchor

My phone can reliably validate the received video feed dat
Camera can properly sign video feed data

Camera can validate commands from my phone

Routers can validate data and authorize requests




Data-Centric Secrecy
NameBasedConfidentiality and Acce§®ontrol



Confidentiality and Access Control Requireme

Data-centricity
ConfidentialOeneo-endO (apfio-app), in motion or at rest

Flexible controls
Granting access to publish/read at fine granularities
Changeable policies at any time
Asynchrony
No tight coupling between distributed data production and access granting
Scalability
Manageable number of encryption/decryption keys
Multiparty
Seamless coordination of control among distributed data producers and consur



NameBased Access Control

Namespace Manager (/UCLA/Parking)

. Namespace access

“ (private, decryption) keys @
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Untrusted in-network and managed storage ~_J\ = ~_J\ = Consumers

Producers
/UCLA/Parking/LOT8/Levell/Sensor/CKEY/1/FOR/UCLA/Parking

/UCLA/Parking/LOT9/Level2/Sensor/CKEY/42/FOR/UCLA/Parking

/UCLA/Parking/DKEY/1/FOR/UCLA/Faculty/HSEAS/Alex
/UCLA/Parking/DKEY/1/FOR/UCLA/Faculty/HSEAS/Lixia

J/UCLA/Parking/LOT8/Levell/Sensor/CKEY/1
J/UCLA/Parking/LOT9/Level2/Sensor/CKEY/42



Control Granularity

Naming conventions to

: ' JUCLAQ
leverage hierarchical | Parking &
scopes for read and write P N
aCCessS
1///’ /LOT8 /ILOT9O) \\\‘\\
Based on data type
LOT8 vs LOT9
| evell vs Level?2 ! [ILevel1 O /Level2()
/ O O
Based on data attributes ,’I /Info /Info /CMD /2017-06-18 /2017-06-19 E
T | me I'II .’f{ -__-‘_\_\. ,':I:, ----‘.\.\. l:’:' ----\.\.\.
Location ( Only for /JUCLA/Parking/LOT8 Only for /UCLA/Parking/LOT9
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Takeaway Points

NDN: a great enabler for boosting secure, reliable, yet simple edge
networking

Key idea: letting network and applications share the same namespsz
Enabling ad hoc, DTN communication via established nhamespace
Integrating networking, storage, processing via named data
Directly securing data

Leveraging names of data and keys
To define trust scherf@a distributedauthentication and authorization
To define groups and access permissions in distributed (decentralized) way



